Out-of-vehicle mobility

Police officers are no longer tethered to their vehicles. Secure-
Connect enables them to stay alert and solve crimes faster with
wireless access to information such as warrants, persons of inter-

est, vehicle registration and driver’s license databases.

User-friendly interface
Tablets and smartphones offer a user-friendly touchscreen inter-
face and more flexibility because they can be used both inside

and outside of the police car.

Smartphones and tablet computers
SecureConnect protects all your mobile devices as well as lap-

tops and stationary computers with one VPN solution.

Technical Specifications

CLIENT SUPPORT

Apple iOS 5.0 and up

Apple Mac OS

Android 4.0 and up

Android 2.2/2.3 (rooted)

Windows XP/Vista/7/8

Windows Mobile 2002/2003/5.x/6.x
Windows CE 3.x/4.x/5.x

MS-DOS and DR-DOS

Embedded systems

For any other platforms, the Columbitech embedded SDK
can be used to create a VPN client.

SERVER SUPPORT

Windows 2003/2008/2012
Linux (kernel 2.6.8 or higher)

NETWORK SUPPORT

Ethernet (fixed)

Wi-Fi (private and public)

Mesh networks

Cellular networks (WIMAX, 2G, 3G and 4G)
Dial-up

Satellite

ABOUT COLUMBITECH

Columbitech protects the entire workforce with one FIPS-validated

VPN solution. With more than two million users, customers include
three of the top 10 U.S. retailers, public safety agencies, telecom pro-
viders and U.S. military branches. Columbitech is privately held, with
offices in Stockholm and New York.
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SecureConnect Mobile VPN

Secure mobile access to public safety records. From Anywhere.

Wireless access

911 calls

Warrants

Vehicle registration
Driver’s license information
Surveillance cameras
Streaming video

Fire hydrants maps

Hazmat maps

Multi-platform support
Android 2.2 and up

Apple iOS 4 and up

Apple Mac OS

Windows XP/Vista/7/8

Windows Mobile
2002/2003/5.x/6.x

Linux

SecureConnect, a mobile VPN solution from
Columbitech, provides secure and unin-
terrupted wireless access to public safety
records from any smartphone or tablet com-
puter. It provides police officers and emer-
gency workers wireless access to 911 calls,
warrants, vehicle registration, driver’s license
information and other public safety data-
bases. With information at the their fingertips,
officers can solve crimes faster and stay alert

about their surroundings.

Trusted security

SecureConnect supports advanced two-
factor authentication with unique client cer-
tificates, user-based public key infrastructure,
onetime passwords, smartcards, biometric
systems, and software and hardware tokens.
Information is encrypted using up to 256-bit

AES encryption.

The mobile VPN is FIPS 140-2 validated by
the U.S. National Institute of Standards and
Technology and compliant with the Criminal
Justice Information Services’ policy for law
enforcement agencies using wireless technol-

ogy to connect to federal systems.

Session persistence

The mobile VPN eliminates problems with
dropped connections in remote areas with
spotty coverage. It creates a persistent con-
nection between the mobile device and the
server as mobile users move around and
switch networks or temporarily lose coverage.
Data is never lost, and users do not need
to worry about having to reauthenticate or
restart applications when the connection is

reestablished.

Advanced data compression

SecureConnect uses advanced data compression, which pro-
vides up to 100 percent faster throughput compared to SSL
and IPSec VPNs. This improves the application performance in

networks with limited bandwidth.

Cost-efficiency

Columbitech offers single license pricing, which means that
you pay only for the licenses you really use. In addition, Secure
Connect leverages existing tools for deploying software such
as Windows MSI packages or mobile device management soft-
ware. The servers are typically deployed as virtual machines,

providing significant costsavings in hardware and maintenance.

Easy deployment
Columbitech’s Application SDK enables seamless integration of

mobile VPN functionality into any application.



